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KEEP THIS BETWEEN US: THE 
ATTORNEY-CLIENT PRIVILEGE 

AND WORK PRODUCT DOCTRINE
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OVERVIEW

• Basics of Attorney-Client Privilege and
Work Product Doctrine;

• Elements;

• Third-Party Privileges;

• Exceptions;

• Waiver.

• Key Differences Between Attorney-Client
Privilege and Work Product Doctrine;

• Technology and Its Impact on Attorney-
Client Privilege, Confidentiality and the
Work Product Doctrine; and

• Practice Pointers.



ATTORNEY-CLIENT 
PRIVILEGE BASICS



INTRODUCTION

The purpose of the attorney-client privilege 
is to promote full and frank communications 
between attorneys and their clients;

Nearly all countries recognize some form of 
attorney-client privilege;

Attorney-Client Privilege can be waived;

Client is the holder of the privilege;

Not all communications or aspects of 
representation are privileged;

Actions of the attorney or the client can 
result in waiver;

Attorney-client privilege survives 
termination of attorney-client relationship.



ELEMENTS OF 
ATTORNEY-
CLIENT 
PRIVILEGE



B AS IC  ELEMENTS  
OF  THE       

ATTORNEY ‐CLIENT 
PR IV ILEGE

1) A communication

2) made between 

privileged persons

3) in confidence

4) for the purpose of 

obtaining or providing 

legal assistance for the 

client.



“A COMMUNICATION”

• Virtually all types of
communications or exchanges
between a client and attorney
may be covered by the
attorney-client privilege if all
of the elements are met.

• Privileged communications
include essentially any
expression undertaken to
convey information in
confidence for the purpose of
seeking or rendering legal
advice.

Not every communication between an attorney
and client is privileged, only confidential
communications which involve the requesting
or giving of legal advice.

Fisher v. United States, 425 U.S. 391, 403, 96 
S.Ct. 1569, 48 L.Ed.2d 39 (1976)



“MADE BETWEEN 
PRIVILEGED PERSONS”

There are generally three categories of people who
are considered privileged persons:

(1) the client or prospective client,

(2) the lawyer, and

(3) the agents of the client and lawyer.

RESTATEMENT (THIRD) OF THE LAW 
GOVERNING LAWYERS § 70



“MADE IN 
CONFIDENCE”

For a communication to be confidential the

privilege holder must prove the

communication was:

(1) intended to remain confidential and

(2) under the circumstances was reasonably

expected and understood to be confidential.



“FOR THE PURPOSE OF 
LEGAL ASSISTANCE”

When analyzing whether a communication was
made for a legal purpose, courts look at:

1. the extent to which the attorney performs
legal and non-legal work for the client,

2. the nature of the communication, and

3. whether or not the attorney had previously
provided legal assistance relating to the
same matter.



WHO IS THE 
“CLIENT?” 

An Individual; or A Corporation (Not all 
employees of a corporation 
qualify as the “client” and 

states have different rules).

Important: Communications 
from prospective clients are 
also generally protected by 
the attorney-client privilege  



WHO ARE 
“AGENTS?” 

• Third parties who assist 

attorney client communications.

• Examples include:

• Paralegals

• Investigators

• Secretaries

• Translators 



COMMON ASPECTS OF 
REPRESENTATION THAT ARE 
TYPICALLY NOT PRIVILEGED

• The privilege does not apply to underlying facts within a

communication.

• A client’s transmission of real evidence to an attorney does

not constitute a communication, and thus is not protected

under the attorney-client privilege.

• Generally, the fact of representation, and the identity of the

client are not protected by the attorney-client privilege.

• Instances where the lawyer is merely a conduit for a third

party’s message is not privileged.



COMMUNICATIONS 
ABOUT WHETHER TO 
SEEK LEGAL ADVICE

• NOT PRIVILEGED:

Communications between a client's
representatives regarding the decision to seek
legal advice is not subject to the privilege if it
is not a request directed to counsel for the
purpose of obtaining such advice.

See Olga Despotis Trust v. Cincinnati Ins. Co., No.
4:12CV02369 AGF, 2014 WL 3477310, at *3 (E.D. Mo. July
15, 2014);Am. Modern Home Ins. Co. v. Thomas, No. 4:16
CV 215 CDP, 2017 WL 3978369, at *3 (E.D. Mo. Sept. 11,
2017).

http://www.debbest.com/2015/05/17/hr-legal-improvisation-mistakes-hurt-the-bottom-line-in-business-and-at-work/
https://creativecommons.org/licenses/by-nc/3.0/


DUAL PURPOSE 
COMMUNICATIONS 

• The communication between client and

lawyer must be primarily for the purpose

of providing legal assistance and not for

another purpose.

• Issues can arise when a communication is

made for both a legal purpose, and a

business purpose.



DUAL PURPOSE 
COMMUNICATIONS

“Because of” standard: courts consider the totality of the 
circumstances and determine whether the document was created 
because of anticipated litigation, and whether it would have been 
created in substantially similar form in the absence of the prospect of 
litigation. United States v. Adlman, 134 F.3d 1194 (2d 
Cir.1998);United States v. Richey, 632 F.3d 559, 567-68 (9th Cir. 
2011) 

“Primary Purpose” standard: communications protected when legal 
counsel was participating in the communications primarily for the 
purpose of rendering legal advice or assistance.



BURDEN 
OF PROOF

Both federal and state law place the 

burden of establishing the attorney-

client privilege, including each of 

its elements, squarely on the party 

asserting it.

United States v. Lewis, 943 F.2d 

58 (10th Cir. 1991); N.L.R.B. v. 

Interbake Foods, LLC, 637 F.3d 

492, 501 (4th Cir. 2011); Com. v. 

Edwards, 235 Va. 499, 509, 370 

S.E.2d 296, 301 (1988).



FLOW CHART FOR ATTORNEY-CLIENT PRIVILEGE



HYPOTHETICAL 
#1

A client tells his lawyer 
that the light was red 
when he drove his car 
through the intersection 
and hit plaintiff ’s car.

Is this communication 
privileged?



ANSWER

• The fact that the client told the attorney

the light was red IS privileged.

• However, the underlying fact that the light 

was red IS NOT Privileged.



HYPOTHETICAL 
#2

A client comes into her 
attorney’s office and 
hands the attorney a gun 
which was used in a 
bank robbery.

Is the transmission of 
the gun to the attorney 
protected by the 
attorney-client privilege? 



ANSWER:

• No, the gun is not protected by the attorney-client privilege.

• Some courts have held that the identity of the client is 

protected by the attorney-client privilege.



HYPOTHETICAL 
#3

A tax attorney refuses 
to turn over the names 
of his clients to the IRS, 
at the request of the 
IRS.

Are the identities of the 
attorney's clients 
privileged?



ANSWER:

• Generally, NO; however:

“the identity of a client is privileged
information if revelation of that identity
would constitute an acknowledgment of
guilt of the offense that led the client to
seek legal assistance.”

See Reiserer v. United States, 479 F.3d 1160,
1165-66 (9th Cir. 2007).



HYPOTHETICAL 
#4

A client hands his 
attorney a letter, and 
asks the attorney to 
deliver the letter to his 
mother.

Is the letter protected 
by the attorney-client 
privilege?



ANSWER:

• No 

• The attorney is merely acting as a conduit 
for the communication between the client 
and a third party.

• The communication is not made for the 
purpose of obtaining or providing legal 
assistance, and is not “confidential” 
between attorney and client. 



Who Qualifies as the Client?

• Historically, courts had difficulty determining
which corporate employees were protected by the
attorney-client relationship.

• Today courts use one of three tests when analyzing
whether a communication with an employee is
protected by the attorney-client privilege.

• Upjohn Test

• Control Group Test

• Subject Matter Test



UPJOHN TEST

• In 1981, the United States Supreme Court
created the Upjohn test in Upjohn Co. v.
United States, 449 U.S. 383 (1981).

• This is the controlling test in federal
courts, and in a majority of state courts
regarding attorney-client privilege and
corporate communications.



UPJOHN 
TEST 

ELEMENTS

The Supreme Court created a five factor 
test for the attorney-client privilege and 
corporate communications  

1. the information is necessary to
supply the basis for legal advice to
the corporation or was ordered to be
communicated by superior officers;

2. the information was not available
from “control group” management;

3. the communications concerned
matters within the scope of the
employees’ duties.

4. the employees were aware that they
were being questioned in order for
the corporation to secure legal
advice; and

5. the communications were
considered confidential when made
and kept confidential.



UPJOHN WARNING

• Also known as a corporate Miranda warning. The notice an attorney (in-house or
outside counsel) provides a company employee to inform her that the attorney
represents only the company and not the employee individually. An attorney cautions
company employees with an Upjohn warning when the company is involved in
litigation or conducting an internal investigation.

• Providing an employee with an Upjohn warning should make it clear that:

• The attorney-client privilege over communications between the attorney and the
employee belongs solely to, and is controlled by, the company.

• The company may choose to waive the privilege and disclose what the employee
informs the attorney to a government agency or any other third party.

• The term originated with Upjohn Company v. United States, 449 U.S. 383 (1981), in
which the US Supreme Court held that the attorney-client privilege is preserved
between the company and its attorney when its attorney communicates with the
company's employees, despite the rule that communications with third parties
constitute a waiver of the attorney-client privilege.

https://uk.practicallaw.thomsonreuters.com/0-501-
1475?originationContext=knowHow&transitionType=KnowHowItem&contextData=%28sc.DocLink%29&comp=pluk



UPJOHN TEST

• Therefore, under the Upjohn Test,

communications with corporate employees

at any level of the corporation may be

protected by the attorney-client privilege if

the elements of the Upjohn test are

satisfied.



CONTROL GROUP TEST

• Seven state courts have declined to follow
Upjohn, and instead use the Control Group
Test.

• Under this test, only upper-level management
is considered a client for purposes of the
attorney-client privilege.

• Thus, comments by lower-echelon employees
to corporate counsel are unprotected.



“SUBJECT MATTER” TEST

• Under the “Subject Matter” test the attorney-

client privilege protects all communications of

any corporate employee, so long as the

communication relates to the subject matter for

which the organization is seeking legal

representation.

• Under Upjohn, the subject matter of the

communication is just one factor to consider.



HYPOTHETICAL 
#5 A hospital notifies legal counsel 

that the hospital may face 
possible litigation for a high 

number of patient falls, due to 
inadequate safety procedures. 

Legal counsel immediately 
interviews all nurses at the 

hospital.

Are the interviews with the 
nurses protected by the 
attorney-client privilege?     



ANSWER:

• In Federal Court - Probably

• In State Court it depends on the test used

• In states that apply the Upjohn test

• Probably

• In states the apply the control group test

• Probably Not

• In states that apply the subject matter test

• Probably



THIRD PARTY 
PRIVILEGES AND THE 
ATTORNEY-CLIENT 

PRIVILEGE



CONFIDENTIAL  
COMMUNIC ATIONS  
AND THIRD PARTIES

• If a third party is present during an

attorney client communication, then the

communication is not made “in

confidence” and therefore the

communication is not protected under

the attorney-client privilege.



CONFIDENTIAL 
COMMUNICATIONS 
AND THIRD PARTIES

• What if the third party also owes the client a
similar duty of confidentiality?

• There are many recognized communication
privileges that are similar to the attorney-client
privilege, for example:

• Marital or Spousal Communications

• Doctor-Patient Communications

• Parent-Child Communications

• Social Worker-Client Communications



Marital Privilege

• Under both the marital privilege and the attorney
client privilege a communication must be made
in confidence.

• Does the presence of a non-client spouse destroy
the attorney-client privilege?

• In 2001, the Colorado Supreme Court dealt with
this issue, and after reviewing available case law,
the Court stated: “We observe, however, that the
effect of a spouse's presence on a communication
between attorney and client is not entirely clear.”
Wesp v. Everson, 33 P.3d 191 (Colo. 2001).



HYPOTHETICAL #6

• After being charged with driving under the
influence of prescription drugs, a wife goes to her
attorney’s office with her husband. While at the
attorney’s office the wife and attorney discuss
which medications the wife had taken the day of
the incident. During this conversation, the husband
is present in the conference room.

Does the attorney-client privilege apply?  



ANSWER:

• Not clear

• Federal courts in both Colorado and Pennsylvania have protected both 

privileges when a spouse and attorney are present during a 

communication. See Kevlik v. Goldstein, 724 F.2d 844, 849 (1st Cir.1984); 

United States v. Landof, 591 F.2d 36, 39 (9th Cir.1978); United States v. 

Bigos, 459 F.2d 639, 643 (1st Cir.1972); In re Horowitz, 841 N.Y.S.2d 826 

(N.Y.Sur.2007); Kansas–Nebraska Natural Gas Co., Inc. v. Marathon Oil 

Co., 109 F .R.D. 12, 20–21 (D.Neb.1985).

• New York courts have held that both privileges are destroyed, when the 

spouse has no expectation of confidentiality. People v. Allen, 104 Misc. 2d 

136, 137, 427 N.Y.S.2d 698 (Sup. Ct. 1980); Baeder v. Fourth of July 

Celebration Comm., Inc., 2007 Conn.Super. LEXIS 204 at *5–6 

(Conn.Super.Ct.2007).

• Secondary sources and treatises remain split.



PARENT-CHILD 
PRIVILEGE 

• This situation arises frequently in juvenile practice, as

children usually prefer that their parents be present during

client interviews.

• The parent-child privilege is not recognized by any federal

circuit, and is only statutorily recognized in Connecticut,

Idaho, Massachusetts, Minnesota, and Washington.

• In these states it remains unclear as to what impact the

presence of a parent would have on the attorney-client

privilege.



HYPOTHETICAL #7

• A public defender is meeting with a 13 year
old who is being charged with vandalism. The
13 year old does not want to meet with the
public defender without his mother in the
room.

Would the attorney-client privilege protect the 
conversation if the mother was allowed to say in 

the room? 



ANSWER:

• Most Likely No.

• Only a handful of
jurisdictions recognize a
child-parent privilege,
and even in jurisdictions
that do recognize the
privilege, it remains
unclear how courts
would analyze the
combined privileges

This Photo by Unknown Author is licensed under CC BY
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SOCIAL WORKERS 

• Social Workers share a similar duty of

confidentiality with their clients.

• However it is much more likely that the

presence of a social worker during an

attorney-client communication would

destroy the attorney-client privilege.



EXCEPTIONS 
TO THE 
ATTORNEY-
CLIENT 
PRIVILEGE



EXCEPTIONS TO 
THE ATTORNEY-

CLIENT 
PRIV ILEGE

The Crime-Fraud 
Exception 

The Advice of 
Counsel Exception 

The Fiduciary 
Exception

The Good Cause 
Exception



THE CRIME-FRAUD 
EXCEPTION 

• The attorney-client privilege does not apply when a
client seeks or employs legal representation to commit or
facilitate a crime or fraud.

• The exception does not apply to communications about
crimes or frauds which have occurred in the past.

• However if communications are made for the purpose of
covering up past misconduct or obstructing justice, the
privilege may be waived because these activities
constitute a continuing offense.



HYPOTHETICAL 
#8

A client asks his attorney for 
legal advice about how to 
successfully forge real-estate 
documents, and the attorney 
explains which documents the 
client would need to falsify. 

Is this attorney-client 
communication privileged?



ANSWER:

• No

• The attorney would not be able to assert 

the attorney-client privilege if compelled 

to testify about the conversation, because 

the legal advice was given to help facilitate 

a fraud.



• The advice of counsel
exception is designed to
prevent a party in
litigation from using the
attorney-client privilege as
a mechanism "to prejudice
his opponent's case or to
disclose some selected
communications for self-
serving purposes"

• Attorney-client privilege
is a shield not a sword

THE ADVICE OF 
COUNSEL EXCEPTION 

This Photo by Unknown Author is licensed 

under CC BY-SA
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THE ADVICE OF COUNSEL 
EXCEPTION 

The advice of counsel exception commonly applies in 
three situations: 

when a client testifies concerning portions of the 
attorney-client communication; 

when a client places the attorney-client relationship 
directly at issue; or 

when a client asserts reliance on an attorney's advice 
as an element of a claim or defense.



THE FIDUCIARY 
EXCEPTION

• The fiduciary exception to the attorney-

client privilege is designed to allow the

privilege to operate more in-line with

its underlying rationale in a trust, or

fiduciary relationship.

• Issues may arise when a law firm

asserts the attorney-client privilege

against a client.

• This usually arises in cases where the

client brings a malpractice suit against

the firm.



THE FIDUCIARY 
EXCEPTION

To determine whether the fiduciary 

exception to the attorney-client privilege 

applies, the court will apply a three-factor 

test: 

1. whether the legal advice was raised

in the context of adversarial

proceedings between the trustee and

beneficiaries,

2. whether the communication at issue

was intended for a purpose other

than the benefit of the trust, and

3. whether the communication was

funded out of the assets of the trust.



HYPOTHETICAL 
#9

A client brings a malpractice 
case against law firm. A lawyers 
at the firm communicates 
about potential malpractice 
with other lawyers in the same 
firm.

Are the intra-firm 
communications protected by 
the attorney-client privilege?



ANSWER:

• Generally Under Federal Law – NO

(due to the application of the Fiduciary Exception)

• Under State Law – It depends on the State 

• 5 states have expressly adopted the fiduciary duty.

(although 2 states have since statutorily 
invalidated the exception)

• 10 states have either rejected or declined to adopt the 
fiduciary exception.

• The answer in the remaining states is unclear.



THE GOOD CAUSE 
EXCEPTION

• The good cause exception is similar to the fiduciary

exception, but applies in the corporate-shareholder

context.

• The exception recognizes that the true beneficiaries of

legal advice made to a corporation are the

shareholders, not management.

• In suits between management and shareholders,

wherein management is charged with acting against

the best interests of the shareholders, the attorney-

client privilege should not protect management’s

communications.



THE GOOD 
CAUSE 

EXCEPTION: 
FACTORS

the number of share-
holders and 

percentage of shares 
involved;

the nature of the 
claim; 

the desirability of the 
information at issue 
and its availability 

elsewhere;

the criminality or 
simple illegality; 

the involvement of 
past or prospective 

actions;

whether the advice 
concerns the 

litigation at issue;

the extent of certain 
discovery versus 

fishing and; 

the risk of revelation 
of trade secrets.



WAIVER OF 
ATTORNEY-
CLIENT 
PRIVILEGE



WAIVER OF PRIVILEGE 
BY DISCLOSURE

• Prior to the adoption of Federal Rule of Evidence 502 courts would use one
of three different approaches for determining if a disclosure to a third party
had waived the attorney-client privilege. Courts would either use the strict
approach, the lenient approach or an approach that used a balancing test.

1. Under the most lenient approach, a waiver requires an intentional and
knowing relinquishment. Therefore, courts applying this approach will
hold that an inadvertent disclosure will only constitute a waiver of the
privilege if it occurs through the gross negligence of the client; an
attorney’s negligence cannot waive the privilege.

2. Under the most strict approach, courts will hold that once confidentiality
is lost, it cannot be restored, and the privilege is waived even if the
disclosure was inadvertent.

3. The third approach courts use is a more moderate balancing test. This
approach is embodied by the Federal Rules of Evidence, and since 2008
has quickly become the majority approach. Gray v. Bicknell, 86 F.3d
1472, 1483 (8th Cir. 1996).



FRE 502(B)

• Under this approach, courts

analyze several factors to

determine if under the

circumstances the attorney took

reasonable precautions to protect

the attorney-client privilege. The

factors that courts will examine

include:

• (1) reasonableness of precautions;

• (2) the time taken to rectify the

error;

• (3) the scope of the discovery;

• (4) the extent of the disclosure; and

• (5) the “overriding issue of

fairness.”



IMPLIED WAIVER

• A party asserts a claim or defense/raises a factual or

legal issue to establish the fact or prove that

claim/defense requires an examination of the

confidential communications. A client may impliedly

waive the privilege, for example:

• By filing a malpractice action against the lawyer; or

• By asserting reliance on the advice of counsel as an

essential element of his defense (i.e., patent litigation)



SUBJECT MATTER 
WAIVER

"[t]he client's offer of his own or the attorney's
testimony as to a specific communication to the
attorney is a waiver as to all other communications to
the attorney on the same matter.”
8 John Henry Wigmore, Evidence § 2327, at 638 (McNaughton rev. ed. 1961) (emphasis in original)

Sword/Shield: cannot use a portion of an otherwise
privileged communication offensively while
simultaneously invoking the privilege to block
discovery of the remainder of the communication



WAIVER: 
FAILURE TO 

TIMELY ASSERT

• The attorney-client privilege is far from

absolute. For example, at least one

court has found that the failure to assert

the privilege in a timely manner

constituted waiver of the privilege,

Rynd v. Nationwide Mut. Fire Ins. Co.,

2010 WL 5161838, 2010 U.S. Dist.

LEXIS 136626 (M.D.Fla. Dec. 14,

2010) (applying federal procedural law

in a diversity action and finding that an

untimely assertion of attorney-client

privilege constituted a waiver.



TIPS  FOR 
PROTECTING THE  

ATTORNEY-CL IENT 
PR IV ILEGE  

Explain to clients the importance of maintaining 
confidentiality in communications;

Conduct client interviews and meetings in 
private and outside of the presence of third 
parties;

Avoid mixing legal advice and non-legal advice in 
the same communications;

Make sure that the method of communication 
(phone, fax, email) is secure;

Do not use privileged information to refresh the 
recollection of a witness, as this may waive 
privilege.



TIPS  FOR 
AVOIDING THE  

LOSS  OF   
ATTORNEY-CL IENT 

PR IV ILEGE  

Regardless of the jurisdiction, and particular 
privilege, the safest option is to have the third party 

wait outside the room during client interviews.

One possible option is to have the third party leave 
the room when a particular subject is being 

discussed, although taking this action would add 
weight to the argument that communications in the 

presence of the third party were not privileged.

While the law is not clear on these issues a 
prudent attorney will want to use caution.



WORK PRODUCT 
DOCTRINE



HISTORY AND 
PURPOSE OF THE 
WORK PRODUCT 

DOCTRINE

• The work product doctrine, was first

established in Hickman v. Taylor, 329

U.S. 495 (1947).

• The purpose behind the work product

doctrine is to “preserve a zone of

privacy in which a lawyer can prepare

and develop legal theories and strategy

with an eye toward litigation, free from

unnecessary intrusion by his

adversaries.”

• Federal Rule of Civil Procedure

26(b)(3), codifies the work product

doctrine as enunciated in Hickman.



ELEMENTS OF THE WORK-
PRODUCT DOCTRINE



REQUIREMENTS  FOR 
WORK PRODUCT 
PROTECTION TO 

APPLY

The party asserting work product

protection must show that:

1. the document or tangible thing;

2. was prepared by or for a party’s

representative; and

3. in anticipation of litigation.



ASSERTING 
THE 

PROTECTION 
OF THE 
WORK 

PRODUCT 
DOCTRINE

When the party asserting work

product protection satisfies their

burden of proof, the burden shifts

to the opposing side to show:

1. that substantial need and

undue hardship exists,

2. that an exception to work

product can be proven, or

3. that waiver has occurred.



MADE IN ANTICIPATION OF 
LITIGATION 

In order for the work 
product protections to 
attach, materials must 

have been prepared in 
anticipation of litigation

Materials prepared with 
only a  remote possibility 
of,  or mere speculation as 

to, future litigation 
generally will not be 

protected. 



MADE IN ANTICIPATION OF 
LITIGATION 

• To establish that a document was prepared in anticipation

of litigation, a party must demonstrate that the threat of

litigation was impending. FED. R. CIV. P. 26(b)(3)

• Some courts analyze the immediacy of litigation requirement

in terms of whether an articulable claim existed at the time the

material to be protected was prepared.

• Other court deemphasize the timing requirement, and instead

consider the motivation behind the creation of the allegedly

protected material.



MADE IN 
ANTICIPATION 
OF LITIGATION 

There are three approaches used
by courts in analyzing the
"anticipation of litigation" prong
of the work product doctrine.
Courts will either use:

• The “Because Of” Test;

• The Primary Motivating Factor Test; or

• The “For Use In Litigation” Test.



THE 
“BECAUSE 
OF” TEST

Under the “because of” approach, 
courts will apply the work product 
protection if in the factual situation 
of a particular case, the document 
“can fairly be said to have been 
prepared or obtained because of 
the prospect of litigation.”

The “because of” approach is the 
majority approach, and is less strict 
than the other two approaches. 



THE PRIMARY 
MOTIVATING 
FACTOR TEST

• Some courts hold that

preparation for litigation must

have been the primary motivation

for the creation of a document, in

order for the work product

protection to apply to the

document in question.



THE “FOR USE IN 
LITIGATION” TEST

In 2009 the First Circuit adopted an even
narrower, “for use in litigation” test in United
States v. Textron, Inc., 577 F.3d 21 (1st Cir.
2009)

Under the “For Use In Litigation” test, only
documents created specifically for use in
litigation are protected by the work product
doctrine.



TYPES OF WORK PRODUCT



TWO TYPES OF WORK 
PRODUCT

Ordinary 
Work Product 

Opinion/Core 
Work Product



ORDINARY (OR 
FACT) WORK 

PRODUCT 

• Ordinary work product includes all

attorney-originated materials that do

not contain the mental impressions,

conclusions, or opinions of the

attorney.

• In general, ordinary work product is

protected, unless the requesting party

can show a substantial need for the

information and cannot obtain the

information without undue hardship.



OPINION 
WORK 

PRODUCT

Opinion work product includes all
attorney-originated materials that do
contain the mental impressions,
conclusions, or opinions of the
attorney.

• Except in very rare and exceptional
circumstances opinion work
product tends to be absolutely
privileged. See In re Cendant Corp.
Sec. Litig., 343 F.3d 658, 667 (3d
Cir. 2003) See e.g., In re Murphy,
560 F.2d 326, 335 (8th Cir. 1977)
("[O]pinion work product enjoys
almost absolute immunity and can
be discovered only in very rare and
extraordinary circumstances, such
as when the material demonstrates
that an attorney engaged in illegal
conduct or fraud.")



MIXED OPINION 
AND 

ORDINARY WORK 
PRODUCT 

• Courts may order the production of

documents if an attorney’s opinions or

mental impressions can be redacted.

• Courts may also grant in camera review

of documents in order to determine

whether documents should be

disclosed.

• See e.g., In re Vitamins Antitrust Litig.,

211 F.R.D. 1, 5 (D.D.C. 2002) (stating

that if a court finds that an "attorney's

mental impressions are so thoroughly

intertwined with factual information that

the entire memoranda should be treated

as opinion work product, the Source

Materials cannot be produced.").



OPINION WORK 
PRODUCT:

COMPILATIONS 

• Most courts recognize that an

attorney’s compilation of particular

documents reflects his or her mental

processes.

• Thus, courts will sometimes treat

compilations of documents as opinion

work product, even if such

compilations are composed of non-

work product materials.

• See e.g., S.E.C. v. Collins & Aikman

Corp., 256 F.R.D. 403, 408 (S.D.N.Y.

2009) (The Second Circuit has

recognized that the selection and

compilation of documents may fall

within the protection accorded to attorney

work product, despite the general

availability of documents from both

parties and non-parties during discovery).



EXCEPTIONS TO AND 
WAIVER OF THE WORK 
PRODUCT DOCTRINE



SUBSTANTIAL 
NEED AND 

UNDUE 
HARDSHIP 

The work product doctrine 
may be overcome by a showing 
of substantial need and that 
there is no other access to the 
information without undue 
hardship.

However, mental impressions, 
conclusions, opinions and legal 
theories of the attorney remain 
protected.



WAIVER OF THE 
WORK PRODUCT 

DOCTRINE

Either an attorney or a client can waive 

the work product protection.

• Work product protection can be waived 

by:

• Consent 

• Failure to assert the work product 

doctrine

• Selective Disclosure

• Unintentional Disclosure  

• “At Issue” Waiver

• Testimonial Use



WAIVER BY  FA IL ING 
TO ASSERT THE  

WORK PRODUCT 
PR IV ILEGE  

• Waiver may occur when the client or

attorney fail to assert the work product

privilege in a timely manner.

• For example, if an attorney or client

fail to properly object to a discovery

request, the work product protection

may be waived. See SurfCast, Inc. v.

Microsoft Corp., No 12-cv-333 (D. Me.

Aug. 7, 2013).



WAIVER BY DISCLOSURE TO 
THIRD PARTIES

Disclosure to third parties will 
waive the work product 

protection.

Unlike the attorney-client 
privilege, where disclosure to any 
third party waives the protection 

to all third parties, selective 
disclosure of work product to one 

third party does not waive the 
privilege to all others.



“At Issue” 

Waiver

The work product doctrine may be

waived when the protected

materials are themselves an issue

in the litigation.

This most commonly occurs when:

• The client alleges reliance on the

advice of counsel; or

• The client alleges the attorney’s

assistance was ineffective;

negligent.



Testimonial Use

The testimonial use of work product 
will usually render it unprotected. 

Testimonial use of work product will 
generally permit the discovery of 
undisclosed portions of materials 

relating to the same subject matter. 



CRIME-FRAUD EXCEPTION

Like the crime fraud exception to 
the attorney-client privilege, no 
protection of confidentiality is 

accorded to work product 
completed in furtherance of a 

crime or fraud.  

However, if an attorney does not 
know about the crime or fraud, 
the work product doctrine will 
still protect materials that revel 

the attorney's mental impressions, 
conclusions, opinions or legal 

theories.



EXAMPLES OF MATERIALS NOT 
PROTECTED BY WORK PRODUCT

• Materials that are assembled in the ordinary course of

business, or pursuant to public requirements unrelated to

litigation are not protected.



WORK PRODUCT FLOW CHART



THREATS TO THE ATTORNEY 
CLIENT PRIVILEGE AND WORK 

PRODUCT DOCTRINE 

• The increased use of technology in the 

practice of law has created new threats to 

the attorney-client privilege and the work 

product doctrine.  



TIPS FOR PROTECTING 
WORK PRODUCT



TIPS  FOR 
PROTECTING 

ATTORNEY 
WORK PRODUCT

Designate
Do not designate all materials as “attorney 
work product,” unless the material truly is 
work product. 

Keep
Keep work product material separated from 
other materials to avoid inadvertent 
disclosure;

Inform
Inform clients about the possibility of waiver 
of privilege if materials are disclosed to third 
parties;

Know
Know the relevant rules of work product in 
each jurisdiction where litigation may occur;



TIPS FOR 
PROTECTING 

ATTORNEY WORK 
PRODUCT

• Keep materials that are created for

legal purposes separate and distinct

from material created for non-legal

purposes;

• Designate materials “for the purpose of

legal advice” or “for the purpose of

litigation;”

• Include legal impressions and opinions

in interview notes, and avoid writing

down long word for word quotes on

interview notes;

• Use the protections under Federal Rule

of Evidence 502.



TECHNOLOGY AND ITS 
IMPACT ON ATTORNEY CLIENT 

PRIVILEGE AND WORK 
PRODUCT DOCTRINE



ELECTRONIC 
DATABASES AND 

E-DISCOVERY

• The inadvertent disclosure of privileged

information is an increasing problem due

to the massive amounts of data that can be

stored electronically.

• Federal courts generally address issues of

inadvertent disclosure under Federal Rule

of Evidence 502.



FEDERAL RULE OF 
EVIDENCE 502

• Federal Rule of Evidence 502 requires a disclosing party to 

take "reasonable steps" to avoid waiving the attorney-client 

privilege when there has been an inadvertent disclosure.

• Practice pointer: make sure you double check that you’re 

sending an email to the proper recipient(s).

This Photo by Unknown Author is licensed under CC 

BY

http://ipkitten.blogspot.com/2015/05/a-test-drive-for-unified-patent-court.html
https://creativecommons.org/licenses/by/3.0/


FEDERAL RULE OF 
EVIDENCE 502(D)

Controlling Effect of a Court Order. A

Federal court may order that the privilege

or protection is not waived by disclosure

connected with the litigation pending

before the court—in which event the

disclosure is also not a waiver in any other

Federal or State proceeding.



BALANCING TEST 
(MAJORITY APPROACH) 

Under the Balancing test courts look at the totality of

the circumstances when analyzing the reasonableness of

the disclosing party's attempt to avoid an inadvertent

disclosure, Including:

1. the reasonableness of the precautions taken to

prevent inadvertent disclosure;

2. the time taken to rectify the error;

3. the scope of discovery;

4. the extent of disclosure; and

5. the overriding issue of fairness.



CONFIDENTIAL ITY 
I SSUES WITH EMAIL  
COMMUNICATIONS 

• Emails are susceptible to

breaches of security during

transmission.

• Emails sent between attorney and

client may not be secure, or may

be read by third parties.

• Emails can easily be sent to

unintended third parties by

accident through forwarding or

reply all.

• Emails from a corporate email

account may not be confidential.



CLIENT E-MAILS SENT FROM EMPLOYER 
COMPUTER NOT PRIVILEGED

• Client did not have a reasonable expectation of privacy in her
communications with her attorney using her employer's company e-mail
account and her employer's computer, and thus the communications were
not covered by attorney-client privilege in employee's subsequent lawsuit
against employer and supervisor, even though employee utilized a private
password to use the computer and she deleted the e-mails after they were
sent, where employee had been warned that the account was to be used
only for company business, that e-mails were not private, and that the
company would randomly and periodically monitor its technology
resources to ensure compliance with the policy, absent evidence that
employee knew for a fact that employer never actually monitored e-mail.

Holmes v. Petrovich Dev. Co., 191 Cal. App. 4th 1047, 119 Cal. Rptr. 3d
878 (2011)



4 FACTOR TEST CONSIDERED IN 
MONITORING EMPLOYEE EMAILS

• The Asia Global factors are:

• (1) does the company maintain a policy banning personal or other
objectionable use;

• (2) does the company monitor the use of the employee's computer or email;

• (3) do third parties have a right of access to the computer or emails;

• and (4) did the corporation notify the employee, or was the employee aware,
of the policy. Asia Global, 322 B.R. at 257.

See also Aventa Learning, Inc. v. K12, Inc., 830 F. Supp. 2d 1083, 1108–09
(W.D. Wash. 2011).

**Generally speaking, it is permissible for a company to monitor an employee’s
emails.



ABA FORMAL 
OPINION: E-

MAIL

“A lawyer sending or receiving
substantive communications with a client
via e-mail or other electronic means
ordinarily must warn the client about the
risk of sending or receiving electronic
communications using a computer or
other device, or e-mail account, to which
a third party may gain access. The risk
may vary. Whenever a lawyer
communicates with a client by e-mail, the
lawyer must first consider whether, given
the client’s situation, there is a significant
risk that third parties will have access to
the communications. If so, the lawyer
must take reasonable care to protect the
confidentiality of the communications by
giving appropriately tailored advice to the
client.”

Source: ABA Comm. on Ethics & Prof’l
Responsibility, Formal Op. 11-459 (2011) 



HYPOTHETICAL #11

• An attorney sends her client an email
containing confidential information about the
clients case. The client’s email address is a
Google gmail account. Both the client and the
client’s roommate share a computer, and both
have access to the gmail account.

Is the email protected by privilege?    



ANSWER:

• It Depends On The Jurisdiction, and the reasonableness of
the attorney’s actions

• Most courts apply the balancing test to the particular
facts surrounding the disclosure.

• The more reasonable the attorney’s actions the more
probable waiver will not be found.

• Some courts may protect the privilege as long as the
disclosure was inadvertent.

• A small minority of courts may hold that the attorney’s
disclosure effectively waived the privilege even if
inadvertent.



CORPORATE EMAIL ACCOUNTS

Courts have consistently held that an

employer can override an employee's

expectation of privacy or

confidentiality by instituting a policy

that e-communications are monitored

by the employer.



TIPS FOR PROTECTING 
CONFIDENTIALITY IN EMAIL 

COMMUNICATIONS  

ADD A 
CONFIDENTIALITY 
NOTICE TO EMAILS.

ASK CLIENTS IF 
THEIR EMAIL 
ACCOUNT IS 
SECURE, AND 

WHETHER ANYONE 
ELSE USES, OR HAS 
ACCESS TO THE 

ACCOUNT.

NEVER SEND EMAILS 
TO A CLIENT’S 

CORPORATE EMAIL 
ACCOUNT.

ADVISE CLIENTS 
ABOUT THE 

DANGERS OF USING 
CORPORATE, OR 
SHARED EMAIL 
ACCOUNTS.

ADVISE CLIENTS 
ABOUT THE 

POSSIBLE WAIVER OF 
PRIVILEGE IF EMAILS 

ARE NOT KEPT 
PRIVATE, OR IF 

EMAILS ARE 
FORWARDED TO 
THIRD PARTIES.  



BORDER 
SEARCHES

H T T P S : / / W W W . A M E R I C A N B A R .
O R G / C O N T E N T / D A M / A B A / U N C
A T E G O R I Z E D / G A O / A T T Y C L I E N

T P R I V I S S U E -
B O R D E R S E A R C H E S O F A T T O R N
E Y D E V I C E S - A B A F A C T S H E E T -

N O V E M B E R 2 0 1 8 . P D F

Applies to Attorneys who enter the U.S. with
electronic devices (phones, laptops, tablets, etc)
which they use for work, personal use or both.
Consistent with the ABA’s recommendations, the new
CBP policy contains several useful clarifications and
new procedures to protect client information on
lawyers’ electronic devices. For example, the new
policy:

• Requires border officers to consult with CBP
senior counsels before searching any electronic
devices allegedly containing privileged or work
product protected material;

• Requires border officers and counsels to seek
clarification from the individual asserting the
privilege as to the specific files, file types,
attorney or client names, or other specifics that
may assist CBP in identifying and protecting the
privileged information;

• Requires CBP to segregate the privileged
materials from the other information on the device
and ensure that the privileged materials are
handled appropriately; and

• Provides that any copies of privileged materials
maintained by CBP must be destroyed at the end
of the review process unless they indicate an
imminent threat to homeland security or copies are
needed to comply with a litigation hold or other
requirement of law.



BORDER 
SEARCHES 

CONTINUED…

The new/revised CBP directive is different from
the original policies in that it:

• Clarifies that CBP officers may only search the
information stored on an electronic device and
prohibits them from accessing information that
is only stored remotely, such as in the cloud;

• Authorizes CBP officers to ask the traveler for
the passcodes or other means needed to access
information on the electronic device, but
requires the passcodes or other means of access
to be destroyed when the search is completed;
and

• Clarifies that while a CBP officer may conduct
a “basic search” with or without suspicion, an
“advanced search”—defined as connecting the
device to external equipment to review, copy,
and/or analyze its contents—may only be
performed if there is reasonable suspicion of
unlawful activity or a national security concern.

See CBP Directive and ABA Border Search Fact Sheet (November 2018)



A B A  O P P O S E S  F E D E R A L  
A G E N C Y  P O L I C I E S  T H A T  

E R O D E  O R  F A I L  T O  
A D E Q U A T E L Y  P R O T E C T  
T H E S E  F U N D A M E N T A L  

L E G A L  R I G H T S
N O V E M B E R  2 0 1 8

Department of Justice has revised corporate charging 
guidelines 

The “Principles of Federal Prosecution Of Business 
Organizations,” 9-28.000 of the U.S. Attorneys’ Manual, state 
that while prosecutors may require companies to disclose 
all relevant facts during investigations (including all facts 
regarding individual wrongdoers) in return for cooperation 
credit, they can no longer pressure companies to waive the 
privilege or work product protections.

The ABA has clearly stated that Federal agencies should 
adopt policies and procedures that recognize and fully 
protect the privilege and work product, and avoid measures 
that would erode or undermine these fundamental legal 
right. 

https://www.americanbar.org/content/dam/aba/uncategorized/GAO/at

tyclientprivissue-abafactsheet-november2018.pdf



ELECTRONIC FILES AND 
METADATA



ELECTRONIC FILES AND 
“METADATA”

• Electronic files may contain confidential

information, called “metadata,” which is

hidden in the coding of the electronic file.

• Metadata may include deleted text,

information about the person who made

the changes to the document, the date and

time of the changes, and other information

that could provide an opposing party with

valuable confidential information.



METADATA

Metadata could include

information which would allow an

opposing party to see that the last

edit to a document changed the

requested settlement amount,

which could suggest how much a

party is willing to settle for, versus

what they have actually requested

in the document.



STATES WITH ETHICS OPINIONS 
ON METADATA

• https://www.americanbar.org/groups/departments_offices/le

gal_technology_resources/resources/charts_fyis/metadatach

art/

• https://www.americanbar.org/groups/departments_offices/le

gal_technology_resources/resources/charts_fyis/metadatach

art.html

https://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/metadatachart/
https://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/metadatachart.html


WHAT IS THE SENDER'S DUTY WHEN 
TRANSMITTING METADATA?

• The ABA Standing Committee on Ethics and Professional

Responsibility has concluded that the sending party has no explicit

duty regarding transmission of metadata.

• Although the committee did suggest a number of methods for

eliminating metadata.

• Nearly all of the states that have formal ethic’s opinions regarding

metadata have imposed a duty of “reasonable care” regarding

transmission of metadata.



WHAT I S  THE  
SENDER 'S  DUTY 

WHEN 
TRANSMITT ING 

METADATA?

It remains unclear whether other 
jurisdictions would apply the ABA 
“no explicit duty” or the 
“reasonable care duty” with regard 
to transmission of metadata.

It is also unclear whether there is a 
practical difference between these 
two duties, as Presumably, a 
lawyer's general duties with regard 
to the confidentiality of client 
information under ABA Model 
Rule 1.6 would apply to metadata.



MAY THE RECIPIENT REVIEW 
OR "MINE" METADATA?

The ABA Standing Committee 
on Ethics and Professional 

Responsibility concluded that the 
Recipient of Metadata may 

Review or "Mine" the Metadata.

There is no ethical violation 
when a party searches for 
information encoded in 
electronic documents.



MAY THE 
RECIP IENT REVIEW 

OR "MINE"  
METADATA?

• The states that have released formal 

ethics opinions regarding transmission 

of metadata are not in agreement on 

this issue.

• At least 6 states have decided that the 

recipient May Review or “Mine” 

Metadata.

• At least 10 states have decided that the 

recipient May Not Review or “Mine” 

Metadata.

• 2 states use a case by case or fact specific 

analysis. 



MUST THE 
RECIPIENT 

NOTIFY 
SENDER IF 
METADATA 
IS FOUND?

• The ABA Standing Committee

on Ethics and Professional

Responsibility concluded that if a

lawyer knows or reasonably

should know that transmission

was inadvertent, the lawyer Must

notify the sender pursuant to rule

Model Rule 4.4.



TIPS FOR PROTECTING 
CONFIDENTIALITY WITH 
REGARD TO METADATA 

• Use “scrubbing” programs or software
when e-filing or sending electronic
documents to opposing parties.

• Send the file in a different format such as a
hardcopy, fax, or scan of the original
document.

• Negotiate a confidentiality agreement, or
“clawback” agreement.



CLOUD COMPUTING

• Broadly defined, cloud computing refers to a category of software
that's delivered over the Internet via a Web browser rather than
installed directly onto the user's computer.

• Cloud Computing allows for the storage, and remote access of
documents, such as contacts, notes, and billing information, on
remote servers rather than on the lawyer's own computer.

• Because cloud computing places data--including client data-- on
remote servers outside of the lawyer's direct control, it has given
rise to some concerns regarding its acceptability under applicable
ethics rules.

• At least 20 states have released formal ethics opinions about the
use of cloud computing.



SOCIAL MEDIA AND ONLINE 
REVIEW



SOCIAL  
MEDIA /ELECTRONIC

• Offering Legal Advice to Individuals 

Online

• Improper Disclosure of Privileged 

information on public sites

• Improper solicitation via live-chat, chat 

rooms

• Improperly contacting a represented 

party through social media

• Cloud Storage



SOCIAL MEDIA

• Prior to and during the litigation,

Lenz made comments in emails

and electronic “chats” with

friends, postings on her blog, and

statements to reporters, in which

she discussed conversations she

had with her counsel. Constituted

waiver and therefore discoverable.

Lenz v. Universal Music Corp.,

No. 5:07-CV-03783 JF PVT, 2010

WL 4789099, at *1 (N.D. Cal.

Nov. 17, 2010)



ONLINE REVIEWS OF 
ATTORNEY SERVICES 

• One major issue Attorneys face

online, is how to respond to

negative online reviews of their

services.

• Websites that compile attorney

reviews are becoming more

popular with clients looking to

hire an attorney, and negative

reviews could cost an attorney

potential clients.



DUTY OF 
CONFIDENTIALITY 

• ABA model Rule 1.6 sets out a

lawyer’s duty of confidentiality:

• “(a) A lawyer shall not

reveal information relating to

the representation of a client

unless the client gives informed

consent, the disclosure is

impliedly authorized in order to

carry out the representation or

the disclosure is permitted by

paragraph (b).”

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://teachertoolkit.me/2013/03/18/confidential/
https://creativecommons.org/licenses/by-nc-nd/3.0/


DUTY OF 
CONFIDENTIALITY 

• While not all states have adopted the
model rules, most states have rules that are
the same or substantially similar to ABA
Model Rule 1.6.

• Regardless, all state impose some form of
a duty of confidentiality, and all states
have some form of an attorney-client
privilege.



MODEL RULE 1.6 

• ABA Model Rule 1.6(b) provides four

exceptions to the duty of confidentiality

under certain circumstances.

• One exception, known as the self-defense

exception, is found under Rule 1.6(b)(5)



MODEL RULE 1.6(B)(5)

• Under Rule 1.6(b)(5) an attorney may disclose
confidential information in order to:

“establish a claim or defense on behalf of the
lawyer in a controversy between the lawyer and the
client, to establish a defense to a criminal charge or
civil claim against the lawyer based upon conduct
in which the client was involved, or to respond to
allegations in any proceeding concerning the
lawyer's representation of the client”



CAUTION: 
RESPONDING 
TO ONLINE 

REVIEWS

Client Posted on AVVO:

"I paid Ms. Tsamis $1500 to help me secure
unemployment while she knew full well that a
law in Illinois would prevent me from
obtaining unemployment benefits."

Attorney Responded (posted a reply on
AVVO): "This is simply false. The person did
not reveal all the facts of his situation up front
in our first and second meeting. [sic] When I
received his personnel file, I discussed the
contents of it with him and informed him that
he would likely lose unless the employer
chose not to contest the unemployment
(employers sometimes do is [sic]). Despite
knowing that he would likely lose, he chose to
go forward with a hearing to try to obtain
benefits. I dislike it very much when my
clients lose but I cannot invent positive facts
for clients when they are not there. I feel
badly for him but his own actions in beating
up a female coworker are what caused the
consequences he is now so upset about."



IARDC DETERMINED

• By stating in her April 11, 2013 AVVO posting that Client beat up a

female coworker, Respondent revealed information that she had

obtained from Client about the termination of his employment.

Respondent's statements in the posting were designed to intimidate

and embarrass Client and to keep him from posting additional

information about her on the AVVO website.

• By reason of the conduct described above, Respondent has engaged

in the following misconduct: a. revealing information relating to

the representation of a client without the client's informed consent,

in violation of Rule 1.6(a) of the Illinois Rules of Professional

Conduct (2010); b. using means in representing a client that have

no substantial purpose other than to embarrass, delay, or burden a

third person, in violation of Rule 4.4 of the Illinois Rules of

Professional Conduct (2010); and c. conduct which is prejudicial to

the administration of justice or which tends to defeat the

administration of justice or to bring the courts or the legal

profession into disrepute.



RESPONDING 
TO NEGATIVE 

ONLINE 
REVIEWS

If a lawyer is going to include any client 
specific information in the response, the 

lawyer should consider whether the 
information would be considered 

confidential information and, if so, whether 
the self-defense exception could apply under 

the law of the governing jurisdiction. 

From the standpoint of lawyers and their 
rules of professional conduct, either 

refraining from responding to a negative 
online review or doing so in a way that does 
not reveal any client confidences is the safest 

course of action. 



THANK YOU!

Kathleen C. Chavez, Esq. (kcc@fmcolaw.com)

Elizabeth C. Chavez, Esq. (ecc@fmcolaw.com)

Foote, Mielke, Chavez & O’Neil, LLC

Geneva, IL & Chicago, IL

mailto:kcc@fmcolaw.com
mailto:ecc@fmcolaw.com
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